HINSTOCK PARISH COUNCIL:

Information Technology Policy
Ensuring Compliance with NALC Assertion 10 on Digital and Data
1. Introduction
This Information Technology (IT) Policy sets out the principles and procedures by which Hinstock Parish Council manages its digital systems, data, and technology use. The policy ensures compliance with the National Association of Local Councils’ (NALC) Assertion 10, which requires councils to demonstrate that they are meeting their legal obligations regarding digital services and data protection.
2. Purpose
The purpose of this policy is to:
· Protect the integrity, confidentiality, and availability of the council’s data and digital assets.
· Ensure compliance with relevant legislation, including the UK General Data Protection Regulation (GDPR) and the Data Protection Act 2018.
· Provide guidance to councillors, staff, and volunteers on the appropriate use of IT resources.
· Support effective digital service delivery to the community.
3. Scope
This policy applies to all councillors, employees, contractors, and volunteers who use, manage, or have access to the council’s IT systems, data, and digital services.
4. Digital and Data Compliance (NALC Assertion 10)
The council asserts that it maintains robust digital and data compliance by:
· Adhering to all relevant statutory requirements regarding the management of digital assets and personal data.
· Regularly reviewing and updating data protection and IT security measures.
· Ensuring that all staff and councillors are aware of their responsibilities regarding data handling and digital security.
· Ensuring that legal requirements for the Parish Council website are met in line with the Web Content Accessibility Guildlines (SCAG) 2.2AA and the Public Sector Bodies (Websites and Mobile Applications) (No 2) Accessibility Regulations 2018. Ensure that required documentation is published eg FOI documents, transparency code disclosures if applicable.
5. Data Protection and Privacy
The council is committed to protecting personal data and upholding individuals’ privacy rights through compliance with UK GDPR and the Data Protection Act 2018. This will be achieved by:
· Recognition of the Parish Council’s role as a Data Controller and Data Processor within the above legal framework. 
· Maintaining a current Data Protection Policy and Privacy Notice.
· Ensuring that all processing of personal data is lawful, fair, and transparent.
· Only collecting and retaining data necessary for council business.
· Providing data subjects with access to their data as required by law.
· Responding promptly to data breaches in accordance with the council’s Data Breach Procedure.
6. IT Security
To safeguard the council’s digital systems and data, the following security measures will be implemented:
· The Parish Council will use a gov.uk domain name for its website and email communications
· All Councillors will be provided with a gov.uk email address 
· Use of strong, unique passwords and, where possible, two-factor authentication.
· Regular software updates and security patching across all devices.
· Installation and maintenance of reputable anti-virus and anti-malware software.
· Secure backup of all critical data, with off-site or cloud storage options as appropriate.
· Controlled access to IT systems, ensuring only authorised users can access sensitive information.
7. Acceptable Use of IT Resources
All users of the council’s IT resources must:
· Use IT systems and data solely for legitimate council business.
· Refrain from unauthorised sharing or disclosure of council data.
· Report any suspected IT security incidents or data breaches immediately.
· Not install unauthorised software or use personal devices to access council data without permission.
8. Training and Awareness
The Council will source and seek to provide regular training and updates to all users on data protection, cyber security, and the requirements of this policy. This will ensure that everyone understands their responsibilities and the importance of compliance.
9. Monitoring and Review
Compliance with this policy will be monitored by the Clerk or an appointed officer. The policy will be reviewed annually or in response to significant changes in legislation, technology, or council operations.
10. Related Policies and Documents
· Data Protection Policy
· Privacy Notice
· Data Breach Procedure
· Records Retention Policy
· Standing Orders and Financial Regulations
· Email acceptable use policy 
11. Approval and Adoption
This Information Technology Policy was approved by Hinstock Parish Council on 12th January 2026, and will be reviewed no later than February 2027.
For further information or clarification regarding this policy, please contact the Parish Clerk.
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